S ecurty

Begnnng System Adm nistration Decal
W eek9



W eb ServerSecurty

* W hathappens when Apache 1s
com prom sed?
— Fiks accessb ke by Apache
— W rtabk and executabk contentexpbis

— Localuseraccounts com prom sed

* Solutons?



UserPrwvikege Separaton

* Apache runs as userapache orwww data
— M ustgmantprvieges to userto show content
— On com prom se, allusers affected

* Allematwe — apache muns as each user
— sukExec, cgw rap

— Apache tem porarily becom es the userto
access a user’s fies.

— Perfom ance C onsdemrmtons
* Excesswe forkng,no cachng



Audimng Log Fikes

* Nar/bg
— Auth .bg - bgn attem pts
— Daem on .bg — serwerdaem ons

— User.bg — useractons

* Toolks

— Logcheck — autom atcally em ails sysadm ns
w 1h m porantbg entres

— W ebalzer- parses apache access.bg,
error.og



Patchmng

* Soflware 13 notperfect

* nh the wid

— Hackers presentexpbis which ake advantage of
security hoks

— Securiy com pankes provde securty advisores
and proofofconcept
* Patcthes provded by Soflware Vendors

— Sysadm s head advisores and testpatches
before depbym ent

— Package m anagers m akes patthing easy
— New sgroups and m ailng Iists




Autom atmg Tasks

* Tasks becom e repetwe
* Scrptng
— C kanup .sh

# 1o bash
m *imp *aux

— /ckanup sh



C ron

* Execute scripts atspecific tim es and/or
ntrvals

* Speciy

m hute hourday ofthe m onth m onth ofthe yearday ofthe week,comm and

— 0,20 40 **x** 20-m nute -snapshotsh
— 0230 *5 ,monthlybackup .sh

* Crontab —e,cron@b -1



UserAccess Restriction

* Restrctwhatusers can do w ih ther bgns
—No bgn — change shellto bn/fAlke

— Comm and restrictons

* Scponlky — can onlky use sfip and scp
* Publc Key Authentcaton

* Publc Key Authenticaton

— A femate denttficaton m echansm ushg
sygnatures and chalenge responses



Publc Key Authentication

* ssh-keygen t© genemrate a publcfrivate
key pai

* Keep the prwvate key and phce the publc
key m the r=m ote serxver’s
authorzed_keys fik

* Restrctons
— From ="cfberkeky edu”, comm and="uptm e”

— Noport-fowardng,noX11-owardng, no-
agent-omw ardng, nopty



