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W eb Server Security

• W hat happens when Apache is 
com prom ised?

– Files accessible by Apache
– W ritable and executable content exploits

– Local user accounts com prom ised
• Solutions?



User Privilege Separation

• Apache runs as user apache or www-data
– M ust grant privileges to user to show content
– On com prom ise, all users affected

• Alternative – apache runs as each user
– suExec, cgiwrap
– Apache tem porarily becom es the user to 
access a user’s files.

– Perform ance Considerations
• Excessive forking, no caching



Auditing Log Files

• /var/log
– Auth.log – login attem pts
– Daem on.log – server daem ons
– User.log – user actions

• Tools
– Logcheck – autom atically em ails sysadm ins 
with im portant log entries

– W ebalizer – parses apache access.log, 
error.log



Patching

• Software is not perfect
• In the wild
– Hackers present exploits which take advantage of 
security holes

– Security com panies provide security advisories 
and proof of concept

• Patches provided by Software Vendors
– Sysadm ins head advisories and test patches 
before deploym ent

– Package m anagers m akes patching easy
– Newsgroups and m ailing lists



Autom ating Tasks

• Tasks becom e repetive
• Scripting
– Cleanup.sh
#!/bin/bash
rm  *.tm p *.aux

– ./cleanup.sh



Cron

• Execute scripts at specific tim es and/or 
intervals

• Specify
m inute;hour;day of the m onth;m onth of the year;day of the week;com m and

– 0,20,40 * * * * ./20-m inute-snapshot.sh
– 0 23 0 * 5 ./m onthly-backup.sh

• Crontab –e, crontab -l



User Access Restriction

• Restrict what users can do with their logins
– No login – change shell to /bin/false
– Com m and restrictions
• Scponly – can only use sftp and scp
• Public Key Authentication

• Public Key Authentication
– Alternate identification m echanism  using 
signatures and challenge responses



Public Key Authentication

• ssh-keygen to generate a public/private 
key pair

• Keep the private key and place the public 
key in the rem ote server’s 
authorized_keys file

• Restrictions
– From =“ocf.berkeley.edu”, com m and=“uptim e”
– No-port-forwarding, no-X11-forwarding, no-
agent-forwarding,  no-pty


